Mobile ad hoc networks (MANETs) are one of the fastest growing areas of research. They are an attractive technology for many applications, such as rescue and tactical operations, due to the flexibility provided by their dynamic infrastructure. However, this flexibility comes at a price and introduces new security threats. Furthermore, many conventional security solutions used for wired networks are ineffective and inefficient for the highly dynamic and resource-constrained environments where MANET use might be expected. To develop suitable security solutions for such new environments, we must first understand how MANETs can be attacked. This chapter provides a comprehensive survey of attacks against a specific type of target, namely the routing protocols used by MANETs. We introduce the security issues specific to MANETs and present a detailed classification of the attacks/attackers against these complex distributed systems. Then we discuss various proactive and reactive solutions proposed for MANETs. We outline secure routing solutions to avoid some attacks against the routing protocols based on cooperation between nodes. We also give an overview of intrusion detection in MANETs and indicate the nature of IDSs that have been proposed for MANETs in the past decade.
Introduction
With the proliferation of cheaper, smaller, and more powerful mobile devices, mobile ad hoc networks (MANETs) have become one of the fastest growing areas of research. This new type of self-organizing network combines wireless communication with a high degree node mobility. Unlike conventional wired networks they have no fixed infrastructure (base stations, centralized management points and the like). The union of nodes forms an arbitrary topology. This flexibility makes them attractive for many applications such as military applications, where the network topology may change rapidly to reflect a force's operational movements, and disaster recovery operations, where the existing/fixed infrastructure may be non-operational. The ad hoc self-organisation also makes them suitable for virtual conferences, where setting up a traditional network infrastructure is a time consuming high-cost task.
Conventional networks use dedicated nodes to carry out basic functions like packet forwarding, routing, and network management. In ad hoc networks these are carried out collaboratively by all available nodes. Nodes on MANETs use multi-hop communication: nodes that are within each other's radio range can communicate directly via wireless links, while those that are far apart must rely on intermediate nodes to act as routers to relay messages. Mobile nodes can move, leave and join the network and routes need to be updated frequently due to the dynamic network topology. For example, node S can communicate with node D by using the shortest path S-A-B-D as shown in Figure 1 (the dashed lines show the direct links between the nodes). If node A moves out of node S' range, he has to find an alternative route to node D (S-C-E-B-D). A variety of new protocols have been developed for finding/updating routes and generally providing communication between end points (but no proposed protocol has been accepted as standard yet). However these new routing protocols, based on cooperation between nodes, are vulnerable to new forms of attacks. Unfortunately, many proposed routing protocols for MANETs do not consider security. Moreover their specific features -the lack of central points, the dynamic topology, the existence of highly-constrained nodes, presents a particular challenge for security. 
. Communication Between Nodes on MANETs
Much research has been done to counter and detect attacks against existing MANET routing protocols, including work on secure routing protocols and intrusion detection systems. However, for practical reasons the proposed solutions typically focus on a few particular security vulnerabilities since providing a comprehensive solution is non-trivial. If we are to develop more general solutions we must first have a comprehensive understanding of possible vulnerabilities and security risks against
MANETs. This is the main goal of this chapter. Section 2 presents the specific vulnerabilities of MANETs and the fundamentals of an exemplar routing protocol (AODV) to help understanding of the attacks given in Section 3. An overview of security solutions proposed to prevent and detect attacks on MANETs is presented in Section 4. Finally, ideas for future research are given.
Background
The specific features of MANETs present a challenge for security solutions. Many existing security solutions for conventional networks are ineffective and inefficient for many envisaged MANET deployment environments. Consequently, researchers have been working for the last decade on developing new security solutions or changing current ones to be applicable to MANETs. Since many routing protocols do not consider security, some research focuses on developing secure routing protocols or introducing security extensions to the existing routing protocols. [33] . This is a challenge for networks that are already resource-constrained.
AODV Routing Protocol
There have been many routing protocols proposed to suit the different needs of MANETs.
Unfortunately most of these routing protocols do not consider security. One of the most popular of them is the Ad hoc On-Demand Vector (AODV) routing protocol. In this section we describe the operation of AODV to understand better the routing attacks explained subsequently. We aim to illustrate principles of attacks. Other protocols may be susceptible to these or similar attacks, but may also be vulnerable to further protocol specific attacks. Moreover the consequences of attacks can have different impacts in different routing protocols (e.g. in proactive vs. reactive routing protocols).
AODV is a reactive routing protocol, discovering routes only when they are needed. "It offers quick adaptation to dynamic link conditions, low processing and memory overhead, low network utilization, and determines unicast routes to destinations within ad hoc network" [26] . It is claimed that AODV can handle low, moderate, and relatively high mobile rates, together with a variety of data traffic loadings [26] . However, it makes no provisions for security.
There are three main types of messages in AODV: route request (RREQ), route reply (RREP), and route error (RERR) messages. When a node wants to communicate with another node in the network and does not have a fresh route to this destination, it starts the route discovery process by broadcasting a RREQ message for the destination node into the network. Intermediate nodes that receive this request either send a RREP to the source node if they have a fresh route to the destination node and the "destination only" flag is not set, or forward the RREQ message to other nodes. A fresh route is a valid route entry whose sequence number is equal to or greater than that contained in the RREQ message. If the request packet has been forwarded by this intermediate node before, it is silently dropped. When the destination node receives a RREQ for itself, it sends back a RREP message on the reverse route.
The requesting node and the nodes receiving RREP messages on the route update their routing tables with the new route.
Wireless mobile networks can have frequent link breakages due to the mobility of nodes in the network or simply due to transmission errors. "AODV allows mobile nodes to respond to link breakages and changes in a timely manner" [26] . The methods for a node to control its connectivity to its active next hops on AODV are: 
Adversary Model
Attackers against a network can be classified into two groups: insider and outsider attackers. Whereas an outsider attacker is not a legitimate user of the network, an insider attacker is an authorized node and a part of the routing mechanism on MANETs. Routing algorithms are typically distributed and cooperative in nature and affect the whole system. While an insider MANET node can disrupt the network communications intentionally, there might be other reasons for its apparent misbehaviours. A node can be failed, unable to perform its function for some reason, such as running out of battery, or collusions in the network. The threat of failed nodes is particularly serious if they are needed as part of an emergency/secure route [2] . Their failure can even result in partitioning of the network, preventing some nodes from communicating with other nodes in the network. A selfish node can also misbehave to preserve its resources. Selfish nodes avail themselves of the services of the other nodes, but do not reciprocate. In this paper, we mainly concentrate on attacks carried out by malicious nodes who intentionally aim to disrupt the network communication.
We should also consider the misuse goals of attackers. In routing attacks attackers do not follow the specifications of routing protocols and aim to disrupt the network communication in the following ways:
 Route Disruption: modifying existing routes, creating routing loops, and causing the packets to be forwarded along a route that is not optimal, non-existent, or otherwise erroneous.
 Node Isolation: isolating a node or some nodes(s) from communicating with other nodes in the network, partitioning the network, etc.
 Resource Consumption: decreasing network performance, consuming network bandwidth or node resources, etc.
Ning et al. consider each of these goals in their research which analyses insider attacks against AODV [5] . Achieving these goals depends on the capabilities of the adversary. The main factors affecting the performance of an attack are identified below.
Computational power: This clearly affects the ability of an attacker to compromise a network. Such power need not be localised to the attached network -eavesdropped traffic can be relayed back to high performance super-computing networks for analysis.
Deployment capability: Adversary distribution may range form a single node to a pervasive carpet of smart counter-dust, with a consequent variation in attack capabilities [45] . This sort of distinction may affect the ability to eavesdrop, to jam a network effectively, and to escape destruction (e.g. a single powerful jammer can easily be taken out, distributed jamming is harder to extinguish). the symptoms of an attack and those arising due to the dynamic nature of the network are difficult to distinguish. In conclusion, the impact of mobility on detection is a complex matter.
Degree of physical access (including node capture ability and ability to carry out physical deconstruction)
Given the agile nature of MANETs determining an applicable adversary model is difficult. However, systems can be evaluated against a range of representative threat models.
Attacks
We can classify attacks as passive or active.
Passive attacks:
In a passive attack an unauthorized node monitors and aims to find out information about the network. The attackers do not otherwise need to communicate with the network. Hence they do not disrupt communications or cause any direct damage to the network. However, they can be used to get information for future harmful attacks. Examples of passive attacks are eavesdropping and traffic analysis.
Eavesdropping Attacks, also known as disclosure attacks, are passive attacks by external or internal nodes. The attacker can analyse broadcast messages to reveal some useful information about the network. Solutions protecting the radio interface from attacks such as eavesdropping (and jamming) attacks have been proposed in the literature, e.g. spread spectrum communication and frequency hopping [3] .
Traffic Analysis is not necessarily an entirely passive activity. It is perfectly feasible to engage in protocols, or seek to provoke communication between nodes. Attackers may employ techniques such as RF direction finding, traffic rate analysis, and time-correlation monitoring. For example, by timing analysis it can be revealed that two packets in and out of an explicit forwarding node at time t and t+€ are likely to be from the same packet flow [1] . Traffic analysis in ad hoc networks may reveal:
 the existence and location of nodes;
 the communications network topology;
 the roles played by nodes;
 the current sources and destination of communications; and  the current location of specific individuals or functions (e.g. if the commander issues a daily briefing at 10am, traffic analysis may reveal a source geographic location).
Active Attacks:
These attacks cause unauthorised state changes in the network such as denial of service, modification of packets, and the like. These attacks are generally launched by users or nodes with authorisation to operate within the network. We classify active attacks into four groups: dropping, modification, fabrication, and timing attacks. It should be noted that an attack can be classified into more than one group.
Dropping Attacks: Malicious or selfish nodes deliberately drop all packets that are not destined for them. While malicious nodes aim to disrupt the network connection, selfish nodes aim to preserve their resources. Dropping attacks can prevent end-to-end communications between nodes,if the dropping node is at a critical point. It might also reduce the network performance by causing data packets to be retransmitted, new routes to the destination to be discovered, and the like.
Unfortunately most routing protocols (DSR is an exception [2] ) have no mechanism to detect whether data packets have been forwarded or not. However, they can be detected by neighbouring nodes through passive acknowledgement or hop-by-hop acknowledgement at the data link layer.
An attacker can choose to drop only some packets to avoid being detected; this is called a selective dropping attack. Besides data packets or route discovery packets, an attacker can also drop route error packets, causing the source node to be unaware of failed links (thus interfering with the discovery of alternative routes to the destination).
Modification Attacks: Insider attackers modify packets to disrupt the network. For example, in the sinkhole attack the attacker tries to attract nearly all traffic from a particular area through a compromised node by making the compromised node attractive to other nodes. It is especially effective in routing protocols that use advertised information such as remaining energy and nearest node to the destination in the route discovery process. A sinkhole attack can be used as a basis for further attacks like dropping and selective forwarding attacks. A black hole attack is like a sinkhole attack that attracts traffic through itself and uses it as the basis for further attacks. The goal is to prevent packets being forwarded to the destination. If the black hole is a virtual node or a node outside the network, it is hard to detect [4] .
Fabrication Attacks:
Here the attacker forges network packets. In [5] , fabrication attacks are classified into "active forge" in which attackers send faked messages without receiving any related message and "forge reply" in which the attacker sends fake route reply messages in response to related legitimate route request messages.
In the forge reply attack, the attacker forges a Route Reply message after receiving a Route Request message. The reply message contains falsified routing information showing that the node has a fresh route to the destination node on AODV in order to suppress real routes to the destination. It causes route disruption by causing messages to be sent to a non-existent node or putting the attacker itself into the route between two endpoints of a communication channel if the insider attacker has already have a route to the destination. Figure 2 shows an example of a forge reply attack defined in [5] . or another. This attack was introduced by Stajano et al. [6] who emphasized that it is more powerful than better known DoS attacks such as CPU exhaustion, since most mobile nodes are run on battery power. The ad hoc flooding attack, introduced in [7] , is another DoS attack against on-demand protocols, in which nodes send Route Request messages when they need a route. The attacker exploits this property of Route Discovery by broadcasting many Route Request messages to a node that is not in the network. Another attack at the Route Discovery phase is the routing table overflow attack. Here the attacker sends a lot of route advertisements for nodes that do not exist. Since proactive protocols update routing information periodically before it is needed, this attack, which results in overflowing the victim nodes' routing tables and preventing new routes from being created, is more effective in proactive protocols than in reactive protocols [8] .
Another interesting fabrication attack on MANETs is the routing cache poisoning attack [8] . A node can update its table with the routing information in the packets that it hears, even if it is not on the route of the packets. The attacker can make use of this property to poison the routes to a victim node by sending spoofed routing information packets, causing neighbouring nodes to update their tables erroneously.
Timing Attacks: An attacker attracts other nodes by causing itself to appear closer to those nodes than it really is. DoS attacks, rushing attacks, and hello flood attacks use this technique. Rushing attacks [9] occur during the Route Discovery phase. In all existing on-demand protocols, a node needing a route broadcasts Route Request messages and each node forwards only the first arriving Route Request in order to limit the overhead of message flooding. So, if the Route Request forwarded by the attacker arrives first at the destination, routes including the attacker will be discovered instead of valid routes.
Rushing attacks can be carried out in many ways: by ignoring delays at MAC or routing layers, by wormhole attacks, by keeping other nodes' transmission queues full, or by transmitting packets at a higher wireless transmission power [9] . The hello flood attack [10] is another attack that makes the adversary attractive for many routes. In some routing protocols, nodes broadcast Hello packets to detect neighbouring nodes. These messages are received by all one-hop neighbour nodes, but are not forwarded to further nodes. The attacker broadcasts many Hello packets with large enough transmission power that each node receiving Hello packets assumes the adversary node to be its neighbour. It can be highly effective in both proactive and reactive MANET protocols.
A further significant attack on MANETs is the collaborative wormhole attack. Here an attacker receives packets at one point in the network, tunnels them to an attacker at another point in the network, and then replays them into the network from this final point [11] . Packets sent by tunneling forestall packets forwarded by multi-hop routes as shown in Figure 3 and it gives the attacker nodes an advantage for future attacks. Since the packets sent over tunneling are the same as the packets sent by normal nodes, it is generally difficult to detect wormhole attackers by software-only approaches such as IDS [11] . That is why packet leashes (any information that is added to a packet designed to restrict the packet's maximum allowed transmission distance [11] ) have been introduced for preventing wormhole attacks. 
Countermeasures
In general, we prevent compromise where we can (proactive solutions), but seek to detect and deal with it when prevention does not work (reactive solutions). In this section we discuss proactive and reactive solutions proposed for MANETs.
Prevention Techniques: Secure Routing
Many of the attacks described above could be avoided by including authentication techniques in the routing protocol [34] , [35] , [36] . The main idea here is to guarantee that all nodes wishing to participate in the routing process are authenticated nodes; i.e., trusted network elements that will behave according to the protocol rules. Authentication should be enforced during all routing phases, thus preventing unauthorised nodes (including attackers) from participating in the routing and so from launching routing attacks. Authentication can be provided based either on public-key or symmetric cryptography.
In the former case, nodes issue digital signatures associated with the routing messages. Signatures can be verified by any other node, providing a secure proof of the identity of the sender. Digital evidence with similar properties can be constructed using secret-key cryptography, such as MACs (Message Authentication Codes).
The use of cryptography comes hand in hand with an associated problem: the necessity of a mechanism for issuing, exchanging, and revoking keys. Key management in MANETs is generally more difficult than in classical wired networks due to the absence of any infrastructure or central administrative authorities. There is no obvious point(s) where services such as certification authorities (CA) or key servers (KS) can be placed, and the great majority of the solutions proposed so far rely on schemes where the whole key management system is spread out to a subset of the mobile nodes.
Schemes proposed so far are mostly distributed key agreement protocols, such as the classical twoparty Diffie-Hellman (DH) scheme [37] . Some works have extended the basic protocol towards n-party versions, in such a way that n nodes can establish a common key for group communications (see e.g.
[38]). Encrypted Key Exchange (EKE) protocols [39] have also been adopted in MANETs. These schemes were proposed with the goal of allowing two parties to generate a long-term common key from a shared password (typically of low entropy and therefore vulnerable to guessing attacks). A common feature of all these approaches (DH, general DH, EKE, etc.) is that some initial values must be shared by all nodes before the protocol can be used. This is generally known as the "bootstrapping"
problem and it has received a fair amount of attention in recent years.
The development of public-key infrastructures (PKI) especially tailored for MANETs has been a hot research topic during the last years. The majority of the solutions rely on a distributed CA based on threshold cryptography [40] . For example, in the scheme proposed in [41] , a subset of nodes known as "servers" act collectively as a CA. Each public key belonging to a network node is divided into n shares and distributed among the n servers. A number k<n of servers are required to sign a certificate. Each server generates its partial signature and collects the partial signatures generated by other servers. In global terms, the scheme is robust against any adversary who can compromise no more than k-1 nodes.
MOCA (Mobile Certificate Authority) [42] is a similar solution which incorporates a number of criteria (physical location, computational characteristics, security measures deployed, etc.) for choosing which nodes will act as servers.
Intrusion Detection
Since prevention techniques are limited in their effectiveness and new intrusions continually emerge, an intrusion detection system (IDS) is an indispensable part of a security system. An IDS is introduced to detect possible violations of a security policy by monitoring system activities and responding to those that are apparently intrusive. If we detect an attack once it comes into the network, a response can be initiated to prevent or minimize the damage to the system. An IDS also provides information about intrusion techniques, enhancing our understanding of attacks and informing our decisions regarding prevention and mitigation.
Although there are many intrusion detection systems for wired networks, they do not find simple application to MANETs. Different characteristics of MANETs make conventional IDSs ineffective and inefficient for this environment. Consequently, researchers have been working recently on developing new IDSs for MANETs, or on modifying current IDSs to be applicable to MANETs.
Next, we give a summary of the different intrusion detection techniques proposed for MANETs.
Attacks detected by each technique are identified too.
Specification-Based Intrusion Detection
One of the most commonly proposed intrusion detection techniques for MANETs is specificationbased intrusion detection, where intrusions are detected as runtime violations of the specifications of routing protocols. This technique has been applied to a variety of routing protocols on MANETs such as AODV [14] , OLSR [13] [17], DSR [17] . In [13] each network monitor employs a finite state machine (FSM) to state the specifications of AODV, especially for the route discovery process, and maintains a forwarding 
Anomaly-Based Intrusion Detection
This technique profiles the symptoms of normal behaviours of the system, such as usage frequency of commands, CPU usage for programs, and the like. It detects intrusions as anomalies, i.e. deviations from the normal behaviour patterns. Various techniques have been applied for anomaly detection, e.g. statistical approaches, and artificial intelligence techniques like data mining and neural networks. The biggest challenge is defining normal behaviour. Normal behaviour can change over time and IDS systems need to adapt accordingly. That's one of the reasons false positives -the normal activities which are detected as anomalies by IDS -can be high in anomaly-based detection. On the other hand, it is capable of detecting unknown attacks. This is important in an environment where new attacks and new vulnerabilities of systems are announced constantly.
The first proposed IDS for MANETs uses statistical anomaly-based detection [27] . In that research, each node has an IDS agent responsible for local detection, and collaborates with neighbouring nodes for global detection whenever the evidence is inconclusive and a broader search is needed. SVM Light and RIPPER classifiers are employed on three popular routing protocols (DSR, AODV, DSDV) and compared. The research focuses on two attack types: route logic compromise (e.g. misrouting) and traffic pattern distortion (e.g. dropping, modification, DoS attacks). This is also one of the few approaches to consider mobility data by monitoring node movements using built-in GPS functionality on each node.
Another proposed anomaly-based detection approach for MANETs [28] is Zone-Based IDS, where the network is divided into zones based on geographic partitioning. The nodes in a zone are grouped into intrazone nodes and interzone nodes (which work as bridges to the other zones). Each node in a zone is responsible for local detection and sending alerts to interzone nodes which make the final decisions.
They use a Markov-chain based local anomaly detection model and evaluate it on route disruption attacks. Link change rate is used to reflect different mobility levels of the system.
Constructing an anomaly-detection model automatically by extracting the correlations among monitored features is proposed in [29] . They introduce simple rules to determine attack types and sometimes attackers. The rules are executed after an anomaly is detected. They are based on statistics such as the number of incoming/outgoing packets on the monitored node and are pre-computed for known attacks. For example, unconditional packet dropping of a node m is formulated as follows [29] : Blackhole and dropping attacks are used to evaluate the performance of this approach. They observe that MANETs have strong feature correlations in normal behaviour patterns. For instance, the correlation packet dropping and route entries updating (while packet dropping is drastically increasing on the network, there is an obvious change in routing updates.) are highly correlated.
Misuse-Based Intrusion Detection
Misuse-Based IDSs compare known attack signatures with current system activities. They are generally preferred by commercial IDSs since they are efficient and have a low false positive rate. The drawback of this approach is that it cannot detect new attacks. The system is only as strong as its signature database and this needs frequent updating for new attacks.
There has been little research on signatures of new attacks against MANETs, so few misuse-based
IDSs have been proposed so far. One of them is based on a stateful misuse detection technique and defines state transition programs for known attacks such as spoofing, dropping, and resource depletion attacks on AODV [18] .
In [19] , known attacks are formulated as cases for exact/similarity matching on the packet level.
However Snort rules are used as the cases instead of signatures of MANETs' specific attacks. In [20] another misuse-based IDS for MANETs is proposed with descriptions of two attack signatures using Finite State Machines (FSMs). One of the attacks is a network level attack against the OLSR routing protocol and the other one is application level "stepping stone attack". They evaluated these attacks on a small network. Adding an anomaly detection module to broaden spectrum of detected attacks has been suggested in both cases [19] [20] .
A different approach which creates signatures of some known attacks against MANETs automatically is given in [30] . In this research, intrusion detection rules to detect dropping, flooding, and route disruption attacks on AODV are evolved by using evolutionary computation techniques. The performance of evolved programs is demonstrated on simulated networks under varying mobility and traffic levels, and the results are quite promising. In addition, trade-offs between intrusion detection ability of evolved programs (rules) and their energy usage are identified leading to the creation of power-aware programs for such resource-constrained environment in their subsequent research [31] .
Promiscuous Monitoring Based Intrusion Detection
Since wireless nodes can overhear traffic in their communication range, promiscuous monitoring is a popular method used to detect misbehaviour of nodes such as dropping and modification of packets on
MANETs. However this technique might not detect misbehaving nodes in the presence of ambiguous collisions, or receiver collisions.
The primary work on detecting misbehaving nodes and mitigating their performance effect proposed
Watchdog and Pathrater mechanisms on the DSR [21] . Routing control packets in DSR carry all routing path information between nodes on the path. When a node forwards a packet, the Watchdog mechanism of that node monitors the next node to confirm that it also forwards the packet properly.
When the number of dropping packets by a node exceeds a threshold, the node is considered as a misbehaving node and a notification is sent to the source node. With the Pathrater, the most reliable path is selected (instead of the shortest path as in DSR) in the presence of misbehaving nodes by using link reliability data and data from the Watchdog.
An approach which uses a reputation mechanism to respond to malicious nodes is given in [22] . Each node is responsible for monitoring the behaviour of its next hop neighbours and detecting misbehaving nodes as in [21] . When a misbehaving behaviour is detected, the reputation system is called to rate the misbehaving node. The system keeps a local rating list and/or blacklist which can be exchanged with friend nodes. The rating of a node is based on the times of misbehaviour occurrence as in [21] . The rate function also uses weights depending on the source detecting the misbehaviour.
In [23] Parker et al. extend the method using promiscuous listening to detect misbehaviour in a wide variety of routing protocols (not just DSR). A node listens to all nodes in its transmission range, not just the packets forwarded by the next node as in [21] . It detects dropping and modification attacks that exceed the threshold value in the threshold table for the particular attack class. However, a node moving out of range of the monitoring node before it forwards the packets it should can be assumed to be carrying out a dropping attack.
There are also a few cooperative approaches proposed to detect misbehaving nodes. In [24] , every node counts the packets that it receives and forwards and periodically reports these counts to a coordinator node. Promiscuous monitoring is not used since it depends on the link layer characteristics and the link layer encryption approach [24] .
Another approach for detecting dropping attacks on MANETs is presented in [25] . 
Future Directions for Research
Given their flexibility MANETs are very attractive for military and disaster recovery applications.
Moreover mobile devices are getting smaller, cheaper, more powerful and more mobile every day. In the future MANETs will likely be a part of our lives. There has been much research on this promising new networking. Security is one of the hot topics in the area due to new security threats MANETs have introduced. The threats to MANETs have been examined in many research papers. However more research needs to be done on identifying new security threats. We believe that with the increase in the use of MANETs, new intrusions are going to emerge continuously.
Since conventional security solutions are not easily applicable to MANETs, new solutions have been proposed for the last decade, which is far fewer than proposed approaches for conventional networks.
None of the proposed systems are necessarily the best solution taking into account different applications which they can have their own requirements and characteristics. They also usually consider few specific attacks and target a specific routing protocol. 
Conclusions
In this chapter we have examined the main security issues in MANETs. They have most of the problems of wired networks and many more besides due to their specific features: dynamic topology, Conventional security techniques are not directly applicable to MANETs due to their very nature.
Researchers currently focus on developing new prevention, detection and response mechanism for
MANETs. In this chapter we summarize secure routing approaches proposed for MANETs. The difficulty of key management on this distributed and cooperative environment is also discussed.
Furthermore we have surveyed intrusion detection systems with different detection techniques proposed in the literature. Each approach and technique is presented with attacks they can and cannot detect. To conclude, MANET security is a complex and challenging topic. To propose security solutions well-suited to this new environment, we recommend researchers investigate possible security risks to MANETs most horoughly.
victim node by forging falsified routing packets into the network. He changes the operation of the routing mechanism.
2.
The sleep deprivation torture attack is a DoS attack on MANETs. It aims to consume a node's battery power and effectively disables the node since mobile nodes generally run on battery power.
The wormhole is another interesting attack where an attacker receives packets at one point in the network and tunnels them to an attacker at another point. There are also other attacks that exploit the vulnerabilities of routing protocols on MANETs. For example a blackhole attack attracts traffic through itself by advertising falsified routing information.
3.
The use of wireless links makes MANETs particularly susceptible to attacks such as eavesdropping and active interference. The cooperative nature of routing protocols allows an attacker to become a part of the routing mechanism easily and disrupt network communications by disobeying the protocol specifications. Furthermore resource-constrained nodes can be the target of new attacks such as sleep deprivation torture.
4.
In dropping attacks malicious or selfish nodes deliberately drop all packets which are not destined for them and aim to disrupt network communication. In ad hoc flooding attacks the attacker floods the network with many route request packets and aims to consume the network's resources.
5.
In the literature solutions using promiscuous monitoring techniques have usually been proposed to detect dropping attacks. When a node forwards a packet to its next node, it checks whether the next node (in the case it is not the destination node) also forwards the packet or not. There are other approaches such as using active acknowledgement from other nodes or associating route error packets with the lack of TCP acknowledgements. Ad hoc flooding is a DoS attack. Anomalybased intrusion detection techniques are proposed to detect this attack. There is also an attempt to automatically discover intrusion detection rules for this attack. Defining the attack's signature manually is another approach.
6.
MANETs do not have any entry points such as routers, gateways, etc which are typically present in wired networks and which can be used to monitor all network traffic that pass through them. A MANET node can see only a portion of a network: the packets it sends or receives, possible together with other packets within its radio range. While some attacks can be detected locally by each node, detection of some attacks (such as network scans, distributed attacks) need to obtain global data from other nodes in MANETs. For example, routing protocols are usually cooperative in MANETs and attacks against routing protocols can affect many nodes on the network. These attacks can be detected collaboratively by the affected nodes. Moreover, a local response to a malicious node may have very limited effect. A coordinated collaborative response will be much more effective.
7.
Attacks which have a clear affect on a node can be detected easily by that node. However some attacks (such as distributed attacks) can be detected only by analyzing the network data. For example if intrusion detection is carried out locally on the network, network scan can seem normal to each node. Detecting this attack will likely require distributed and collaborative intrusion detection on MANETs.
8. Key management in MANETs is a challenging topic due to the absence of any infrastructure or central administrative authorities. There is no obvious point(s) where services such as certification authorities (CA) or key servers (KS) can be placed. So the great majority of the solutions proposed for MANETs so far rely on schemes where the whole key management system is spread out to a subset of the mobile nodes.
9.
Techniques that use promiscuous monitoring [21] [22] [23] are usually proposed for detecting misbehaving nodes who carry out attacks such as dropping and misrouting attacks. In this way, the packets sent to a node are monitored to detect if this node forwards the packets properly or not.
10.
The main motive for selfish behaviour of a node is to preserve its resources. They avail themselves of the services of the other nodes, but do not reciprocate. By traffic analysis attacker can reveal some information about the network such as the existence and location of nodes, the communications network topology, the roles played by nodes and the like. Then he can use this information to carry out further attacks.
